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Agenda

Today'’s training session:
Follows COOP Planning Manual

Designed to be conducted in modules

> Section References




Training Modules

ntroduction to COOP Planning
Project Initiation
dentification of Functional Requirements

Design and Development

mplementation

Maintenance




Emergency Planning: A National
Security Priority

" “Our cities must have clear and up-to-date plans for
responding to natural disasters, disease outbreaks, or

terrorist attack ... for evacuating large numbers of
4 people in an emergency ... and for providing the food,
water, and security they would need.”

“l consider detailed emergency planning to be a
national security priority.”




Emergency Planning: Potential

Threats

Tornado

I
Natural Both Man-Made
Internet Virus
Ice Storm
Cyber Attack
: Agro-terrorism
Severe Winds Flood

Chernical Explosion



What is Continuity of Operations

Planning?

Continuity of Operations Planning: The effort to assure that the
capability exists to continue essential agency functions across a wide
range of potential emergencies. Essentially, the process of maintaining
the business of government.

Continuity of Government: Preservation of the institution of
government. Maintaining leadership, through succession of
leadership, delegation of authority and active command and control.
The lack of leadership can lead to anarchy or unlawful assumption of
leadership. Continuity of Government is integrated as a critical element
In the comprehensive COOP plan.




Continuity of Operations Planning
Guidance

Jurisdictions must be prepared to continue their minimum essential
functions throughout the spectrum of possible threats from natural
disasters through acts of terrorism. COOP planning facilitates the
performance of State and local government and services during an
emergency that may disrupt normal operations.

COOP planning goals should include an all-hazards approach, the
Identification of alternate facilities, the ability to operate within 12 hours
of activation, as well as sustain operations for up to 30 days.

FEMA, Introduction to State and Local
EOP Planning Guidance, August 2002




State of Virginia Guidance

Executive Order 7 (2002)

“All executive branch agencies directed to prepare emergency response
plans or updates to existing plans that address continuity of their
operations and services, and the security of their customers and
employees, in the event of natural or man-made disasters or
emergencies, including terrorist attacks.”

Governor’s Management Objectives for 2004-2005

(To be accomplished no later than December 2005)

Emergency Preparedness

“Achieve 100% preparation and testing of agency Continuity of
Operations Plans and receive state-level emergency management
accreditation through the national certification process”




State of Virginia Guidance

Executive Order 69 (2004)
“All executive branch agencies directed to exercise and test their COOP
plans on or before Sept 1, 2005.”

§ 44-146.18 Code of Virginia (2005)

“The ... Department of Emergency Management shall in the
administration of emergency services and disaster preparedness
programs ... provide guidance and assistance to state agencies and
units of local government in developing and maintaining emergency
management and continuity of operations (COOP) programs, plans and

systems...”




Emergency Management
Accreditation Program / NFPA

The Emergency Management Accreditation Program
(EMAP) and NFPA 1600 Standard on
Disaster/Emergency Management and Business EMQF
Continuity Programs establishes a common set of ccrEddEd
criteria for disaster management, emergency

management and business continuity programs. EOREEI s ANINOLCES
National Emergency Management

Accreditation for Virginia,

American National Standards Institute (ANSI) November 16. 2005

recommended that the NFPA 1600 standard be adopted
by the 9/11 Commission as the national preparedness
standard.

One of the standards defined by EMAP and NFPA 1600
is the planning standard. The standard requires a
Continuity of Operations Plan.




State of Virginia Guidance

VDEM COOP
Planning Manual
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COOP Planning Objectives

Ensure the continuous performance of a department or
agency’s essential functions during an emergency.

Ensure the safety of employees.

Protect essential equipment, records and other assets.
Reduce disruptions to operations.

Minimize damage and losses.

Achieve an orderly recovery from emergency
operations.

|dentify relocation sites and ensure operational and
managerial requirements are met before an emergency
OCCuUrs.

> Introduction




Introduction to Continuity of

Operations

Federal Preparedness Circular 65 COOP Planning
Implement COOP plans with and without warning.
Operational within 12 hours after activation.

Sustain operations for up to 30 days.*
Regularly schedule testing, training and exercising.
Regular risk analysis of current alternate operating facilities.
Optimal location of alternate facilities.
Leverage existing agency field infrastructures
Consider the distance of the alternate facility from the primary
facility.
Multi-year, funded program management
*First COOP plan, VDEM requires agencies to sustain operations for only 14 days.

> Introduction



State COOP Program

State COOP Program elements
Authorities

Program Administration

Testing, Training, Exercise & Maintenance Program

Alternate Site Standards

State EOP Guidance on Activation of COOP Plans

Statewide Prioritization of Essential Functions

Integration of COOP into other Emergency Management programs




Who should be involved in COOP
Planning?

It's a team effort!

Personnel at every level of the organization, including:
Senior Management
COOP Coordinator/Point-of-Contact (POC)
COOP Planning Team
Management and staff
Virginia Department of Emergency Management

— (VDEM)

> Introduction




10 Critical Elements of a COOP
Plan

Essential Functions
Delegations of Authority
Orders of Succession
Alternate Facilities
Interoperable Communications
Vital Records

Human Capital Management

— Tests, Training and Exercises

Devolution
Reconstitution

> Introduction



Creating a COOP plan

7 phases of the COOP planning process
Project Initiation
|dentification of Functional Requirements
Design and Development
Implementation
Training, Testing and Exercises
Execution
Revision and Updating

> Introduction




Introduction to Continuity of
Operations

Let’s review:
Emergency planning is a priority.
COOP planning ensures continuation of essential functions and
an orderly recovery
Plan for an all-hazards approach, with or without warning
Planning involves staff at all levels in the organization
10 critical elements of a COOP plan

Manual guides you through the 7 phases of COOP planning
process

VDEM has established the State COOP Program Management
and is here to help

Next: Phase |- Initiation Phase




Phase I:
Project Initiation




Creating a COOP plan

7 phases of the COOP planning process

II‘ Project Initiation

|dentification of Functional Requirements

Design and Development

Implementation

Training, Testing and Exercises

Execution

Revision and Updating

> Section |




Project Initiation

The project initiation phase consists of:
Appointing a COOP Coordinator
Organization of a COOP Team
Initial Project Meeting

> Section |




Appointing a COOP Coordinator

Responsibilities of the COOP Coordinator:
Develop short- and long-term goals and objectives.
Assist in the identification of planning team members.
Create a blueprint for developing the COOP program.

|ldentify and assist in resolving issues related to COOP plan
development, activation, implementation and reconstitution,

Developing measurable criteria for measuring and evaluating
COOP performance.

Acting as a liaison between the planning team and agency
leaders.

Serving as a liaison to the COOP Steering Committee and
VDEM.

> Section LA, Worksheet # 1



Appointing a COOP

Coordinator

Worksheet #1: COOP
Leader Selection

> Annex B, Worksheet #1

ANMNEX B

YWORKSHEET #1: COOP LEADER SELECTION

The COOF team is led bor an appointed COOP leader within the sgency. Infonmation onthe onrat

COOF leader 15 as follows.

COOP Leader Selection Do cumentation

Hame

Jolm Smith

Date apponted as COOP leadar

Jaruary I2, 2005

Full-time or part-tome positon?

Fart-time

If part-time, state nommal position held and
percemtaze of titne 1o be devaoted 4o COOP
activities

Assistant Divector, 5050 af time devoted 1o
[adelo)s

Persem to wham COOP Leader rapozts

Deputy Divector Fmes

Brief professional background details

Pravious V2K project lsader for the
deparenent.

Mormal comtact detals (work phore, emanl)

Work: JiM-5305-1454

John sith ot VI ETRED. F

Emergency contact (home, cell, pager
rounbers |

Home: 804-335- 0057
Cell: d04-335-4738

Pager: 80L 5554256

Campleted By Date: Jokn Snith
M

Reviewed by: Date: Director Jomes
M




Organization of a COOP Team

COOP Team Considerations

Consist of a wide range of individuals from all levels and
divisions or departments of an agency.

Consist of 8 to 10 members representing an actual mix
of divisions or departments.

COOP team should meet regularly throughout the
planning process

> Section |.B, Worksheet # 2




Initial Project Meeting

Topics to Cover in First Team Meeting
COOP project team organization.
Team’s mission statement.
Roles and responsibilities of individual members and the team.
COOP Team objectives and deliverables.
Project schedule.
Project Milestones to enable progress to be tracked

Reporting process to be issued by the COOP Coordinator to senior
management.

Review and approval process.
Coordination with external response agencies.
Estimate COOP planning and activation costs.

> Section I.C, Worksheet # 3,4,5,6, 7




I Coordination with extemal response agencies Fach Svision will reach

Initial Project Meeting

WO r kS h eet #3 : I n i ti al YWORESHEET #3: mLCOCiPPRﬂJE[:TTEﬂ.MMmE

COO P Proj eCt Team The intial meetig of the COOP project tean will be held at VETC, on March 1, 2005, & 10:0040
to disoas s the folloanng:
Meeting

Topic Check OfF
COOP project team orgarization Fstablished members af COOP
Team
Foles and responsthilities Fach tean meamber will canvas their
division and report back at e nestmeeting on Fssential Fumotions
Project deliverables Team menbers will provide complete, priovitized
list of essential funotions for theiy vision.

Pioject deadlines Mext meeting date, April 200 2005

Raporting process Provide datato 5 Seith by Aol 20 2000

Feview and approval process TAID

cut to external agereies for eoordnation

Completed by John Smith Date: March 5 2005
Mame
FRevigwed by Director Jones Date: Moreh 5 2005
Mame

This worksheet is from the Nagional Cooperative Highway Research Progran (WCHRP) Praject
provided to VDEM by the Fivginia Deparenent of Transportation (FIAT),

> Annex B, Worksheet #3



Initial Project Meeting

Worksheet #4: COOP
Team Mission Statement

WORESHEET #4: COOP TEAM MISSION STATEMENT

Mlizsion Staieneend

This COOF tean has been assizhed by the Dhrector JSmes to direct developmert of a
comprhensive contimity of operations capability. The mission of the agency is <insert
mission=. Becanse of the importance of this plannmgs effcrt, members of this team have been
assigned from all major divisionsibramches of the agency. The team is responsible for
preparing a Contdoity of Operations (COOP) plan, as well as for overseeing the process
required to implemert, validate and maimtain 2 cortirmity capability.

Completed By: John Sth Dlate: Mavch I 2005
Mame

Fevigwed Ap: Date: Marah 5, 2005
Mame Diector Tomes

This worksheet is from the Nasional Cooperative Highway Researeh Program (WCHRP) Prajest
provided to FIIEM hy the Mrginia Deparenent af Transportation (FDOT).

> Annex B, Worksheet #4



nitial Project Meeting

Worksheet #5: COOP
Team Objectives and
Deliverables

> Annex B, Worksheet #5

VWORESHEET #5: COOP TEAM OBJECTIVES AND DELIVERARLES

Ta enable the COOP team to foous their efftats on the key issmues, and to ensure that the wod
undertaken is relevart to the requirements of the project, the objectires and deliversbles are clearly
defined. The following lst of objectives and deliverable has been approved by the semicr
ranagerent.

Ohjectives of COOP Team

Main chjectire of COOP tean:
FPrepare and maintain effective COOP plas for each VINAT Division and affice boation.

Sub-chjectives af'the COOP taarm:

Establish orisis mamaganent and recovery teans for sach VOOT location.

Deliverables of COOF team:

Priowitized st of Bssential Functions

List of essential personnel listed by order of succession and related delepation af authorip

Fecord afvital svstems. equipment and iformation, with priovitized ovder of recoverabilip

Secure alternate facilites for the division

Completed by John Snith Date: Mareh I 2005
MNawme

Femgwed by Date: March 3. 2005
Mawme Director Jones




Initial Project Meeting

Let’s review:
First step is to appoint a COOP Coordinator.

COOP Coordinator facilitates the development of the plan and
leads the COOP Planning Team.

Establish a COOP Team should be 8- to 10-members with a mix
of key personnel from the division.

Conduct an Initial Project Meeting to define the team’s mission,
set objectives, establish a schedule and milestones and define
reporting process.

Estimate COOP planning and activation costs.

Next: Phase Il — Identification of Functional Requirements __




Phase Il;

ldentification of Functional
Requirements

— |dentifying and Prioritizing
Essential Functions




Creating a COOP plan

7/ phases of the COOP planning process
Project Initiation

Identification of Functional Requirements
II~ ldentify & Prioritize Essential Functions
|dentify Vital Records, Systems and Equipment
Name Key Personnel
Selecting an Alternate Facility
Interoperable Communications
Risk Assessment

Design and Development

— Implementation

Training, Testing and Exercises
Execution
Revision and Updating

> Section Il.A




ldentification of Functional
Reqguirements

An assessment of the functional requirements of a
COORP plan consists of:
|dentifying Essential Functions
ldentifying Vital Records, Systems and Equipment
Naming Key Personnel
Selecting an Alternate Facility
Determining the existence of Interoperable

— Communications

> Section Il.A



ldentify Essential Functions

Essential Functions are the agency’s business
functions that must continue with no or minimal

disruption.
Use a four-step approach to identify essential
functions:

|dentify all functions

|dentify essential functions

— Determine essential function resource requirements

Prioritize essential functions

> Section Il.A



ldentify all functions

ldentify areas of responsibility using
agency’s mission statement,
values,
goals and objectives,
organizational chart,
a review of agency operating procedures, and
legal authorities.

> Annex B, Worksheets # 10, 11



ldentify Essential Functions

Determine criteria for selecting essential functions

Criteria based on review of emergency response
plans, emergency operating procedures, and
prainstorming sessions.

Review the Virginia Emergency Operations Plan to
identify functions required during a disaster.

After completing Worksheet #12, go back to
Worksheet #11 and mark essential functions.

> Section Il.LA.2, Worksheet # 11, 12



Determine Essential Functions
Resource Requirements

Examine processes and services that support
essential functions.

Determine If essential functions have time or
calendar components.

Determine what critical processes or services,
personnel, records, equipment and resources
needed.

Determine the senior management and technical
personnel needed to carry out essential functions.

> Section II.LA.3 Worksheets # 13, 14, 15



etermine Essential Functions
esource Requirements

Worksheet #13: Essential
Function Questionnaire

> Annex B, Worksheet #13

WORKSHEET #13: ESSENTIAL FUNCTION QUESTIONNATRE

Essential Function Questisnnaire

Building on the results docurmented in Waorksheet #11, the objective of thiz worksheet is
to further evaluate essential agency functions and develop measures to minimize, If, at
any point, the functon iz determined MOT to be eszential, it iz not neceszary to complete
the questionnaire for that functan.

Area of Responsibility: ___ Maintenonee of hichwap'rack

Funchion: ____ Wisual inspection of track

Serdices this function provides:
Ffunchion supports Rormal einergency response sctivities a5 planned by the localiregion sl
EREFQERCY R AREPENENE 3G ERCY

Crther agency functions and other agencies that depend upon thiz function:
rone

(Uze reverse side if additional space is needed)
i. The loss of this function would have the fallowing effect on the agency:

O Catastrophic effect on the agency or some divisions
O Catastrophic effect an one divizion

Bl Moderate affect on the agency

O Maoderate effect an some divisions

O Miner effecton the agency or some divisions

2. How long can this agency function continue without its usual operation of
information systems and telecommunications support? Assume that loss of support occurs
during your busiest, ar peak, period, Check one only,

Check | Period of Time Check | Period of Time Check | Period of Time
Hours Up to 3 days Up to 3 weeks

" Up to 1 day Upto 1l week Up o 4 weeks
Up to 2 days Up o 2 weeks Cther [zpecify]

Indicate the peak dmeis) of year andfor a peak day(z) of the week andfor peak tirme of
the day, if any, for this function or its associated applications,

(Maorth] Jan Feb Mar Apr May Jun Jul Aug SeptSct Mow Dec
[Cray] Sun Mon Tue Wed Thu Fri Sat
[Hour) 1 2 3 4 5 & 7 2 9 10 11 12

(Military time) 13 14 15 16 17 18 1% 20 21 22 23 24
ALL

2. Are there any other peak load ar stress considerations?




| , Are there AMY other dependencies (partner, vendor, software, unique resources,

Determine Essential Functions
esource Requirements

. A 4, Have pou developedfestablished any backup procedures [manual or otherwise) @
O r S eet S S e n tl a be employed to continue agency functons in the evert that the associated applications
. are not available? Consider how rauch data vou can afford to lose, Consider data andfor
applications on hard drives, CD-ROMs, floppy drives, Zip drives, as well as paper data,

Function Questionnaire

If ves, how often have those procedures been tested? nfs

5. The losz of this function would have the following legal ramifications due to
requlatory statutes, contractual agreements, or law: [Specify the area of exposure)
Undetermined at this Sme

&, The lass of thiz function would have the following negative impact an personnel in
this agency: Undetermined 2t this Sme

7. The loss of this function would keep us from supplying the fallowing services to the
public and ather entities: safe trapsrerse of state Mghwaps

ER Specify any other factors that are to be considered when evaluating the impact of
the lass of the functan:

etc,] not already identified above?

10, Droes an analysis of the responses to the above questions indicate that this
function iz =tll to be considered “ezzential” to the agency? If ves, indicate below when
such label is appropriate:

Always %
Curing the following period of the year:

During the following time of the month:

Curing the following time of the week:

Crther time period, Spacify:

> Annex B, Worksheet #13



Prioritize Essential Functions

Critical processes or services are those that must be
resumed within 24 hours

Secondary processes must be resumed as quickly as
possible after a disruption

Determine the time criticality for each function

Time criticality: the amount of time that function can be
suspended before it adversely affects the organization’s
core mission

Recovery Time Objective (RTO): period of time within
which systems, processes, services or functions must be
recovered after an outage

> Section Il.LA.4, Worksheet # 16



ldentify & Prioritize Essential
Functions

Let’s review 4-step process:
|dentify all functions.
ldentify essential functions.

Determine resource requirements for essential
functions.

Prioritize essential functions. Consider time criticality
and recovery time objectives.




Phase Il;

ldentification of Functional
Requirements

— Vital Records, Systems and
Equipment




Creating a COOP plan

7 phases of the COOP planning process

Project Initiation

|dentification of Functional Requirements
Identify & Prioritize Essential Functions

||~ Identify Vital Records, Systems and Equipment
Name Key Personnel

Selecting an Alternate Facility
Interoperable Communications
Risk Assessment

Design and Development
Implementation

— Training, Testing and Exercises

Execution
Revision and Updating

> Section |1.B



ldentify Vital Records

List vital records needed to continue essential functions for
at least 14 days.

Only a small percentage of the records are essential to
emergency operations or that are difficult or impossible to
replace.

The length of time a record is retained is not a key factor to
whether it is vital.

Vital records may be in any format or medium.

Consideration must be given to the technology required to
access the information.

> Section II.B.1, Worksheet # 17



ldentify, Select and Arrange for
Protection Methods

Current methods of protection and preservation may be
sufficient.

Review current backup and retention schedules for each
vital record.

Consider storing duplicate files off-site or upgrading the
current storage facilities.

Consider regular back up and transfer of files to an
alternate location.

> Section II.B.1.a, Worksheet # 18




ldentify Restoration and Recovery
Resources

Vital records are often integrated with information
technology systems and equipment .

Agencies should consult with their IT staff for recovery of
vital electronic records.

COOP teams should also identify restoration and recovery
resources for non-electronic records.

> Section II.B.1.b, Worksheet # 19




ldentify Restoration and Recovery

Resources

Worksheet #109:
Restoration and
Recovery Resources

> Annex B, Worksheet #19

VWORESHEET #1%: EES TORATION AND KEECOVERY RESOURCES

[dentifir all record recovery and restoration resources, comtact mfbrmation and services arvailable

below. Inchide evening, holday, and emersencyfaltemate cortact mftrmation, as well as contact

infonmation for regular business hours.

mipany MName

Library of Firgima

Coniact Nanwe
Consarvation
Dapt,

Contact: Jane e

Addrezs / Phome

FO0 Bast Broad Sheet
Fichmond, Virginia
233195000

S 025500
Monday - Saturday
2:00 Al amul 5:00
P, Closed on
weekends and
halidaps

Consulting: Iimited
danage assessment and
restoration of paper
records.

Data Recovery
Apstems, Ind

Main ecmtact:
Fill Fomes
Alternate aemtaer:
Marp Swuth

W12 South St Fifh-
Five, PA {&55) 55
iniz

Pager: 3555551111
Cell: 3555500000
Ch-call persan
cayries the pager, Bill
oF Mary always has it

Copping of backhp
tapes for Jispibunion 1o
mulnvie alternate sites;
Troubleshooting
Assistanee M-persom
prowdsed 2-houy
respONIE.




Vital Systems and Equipment

Critical systems and equipment are essential to emergency
operations or to the continuance of critical processes and
services for a minimum of 14 days.

The IT component of any organization plays a vital role in
COOP planning.

Not all equipment is electronic, I.e., transportation systems,
phones, vehicles, medical equipment, etc.

Goal is to have a non-technical employee recover system in
an emergency.

> Section 11.B.2



ldentify Vital Systems & Equipment

ldentify those systems and equipment that are essential to the
functioning of the agency and the continuance of the agency’s mission.

Not every system or piece of equipment is vital, even if it is important.

Prioritize how systems and equipment should be recovered in the event
of a disruption.

Consider if a system or piece of equipment is dependent on another for
operation.

Review the list of vital systems and equipment and assess the best
method of protection.

e — Include maintenance programs that regularly test these systems and

equipment.

> Section II.B.2.a, Worksheet # 20



ldentify Vital Records, Systems &
Equipment

Let’s review:
Vital records can be paper, electronic or microfilm.

List vital records needed to continue essential functions for at
least 14 days.

Document current methods for protection and preservation of
vital records, including backup and retention schedules.

Vital records are closely integrated with IT systems.

|ldentify the systems and equipment needed to perform essential
functions.

Arrange for protection methods for vital records, critical systems
and equipment

Next: Phase Il — Name Key Personnel




Phase Il;

ldentification of Functional
Requirements

— Name Key Personnel




Creating a COOP plan

7 phases of the COOP planning process
Project Initiation

Identification of Functional Requirements
|dentify & Prioritize Essential Functions
Identify Vital Records, Systems and Equipment
I|~ Name Key Personnel
Selecting an Alternate Facility
Interoperable Communications
Risk Assessment

Design and Development

— Implementation

Training, Testing and Exercises
Execution
Revision and Updating

> Section II.C




Name Key Personnel

Each essential function has associated key personnel and positions that
are necessary to the continuity of operations.

Without these key personnel, the organization will not be able to meet
customer needs or fulfill its essential functions.

A comprehensive COOP plan always includes a succession planning in
the event these key positions suddenly become vacant.

Naming key personnel consists of two components:
delegation of authority.
orders of succession.

> Section II.C



Delegation of Authority

Delegations of authority specify who is authorized to make
decisions or act on behalf of the department or agency head.
Delegation of authority planning involves:

|dentify which authorities can and should be delegated.

Describe the circumstances under which the delegation would be
exercised, including when it would become effective and terminate.

|dentify limitations of the delegation.
Document to whom authority should be delegated.
Ensure officials are trained to perform their emergency duties.

> Section II1.C.1



ldentify Authority to be Delegated

Two categories of authority in a delegation of
authority:

emergency authority: ability to make decisions
related to an emergency (i.e. COOP activation)

administrative authority: make decisions that
have affects beyond the duration of the emergency.

> Section II.C.1.a, Worksheet # 22




ldentify Authority to be Delegated

Worksheet #22: Matrix

For Listing Delegation of omke T 22 kPR Pk LBTEG DA o AU
Authority i i s i i e bt ke

> Annex B, Worksheet #22



Rules and Procedures for
Delegation of Authority

Vacancies in key positions can occur for a variety of reasons.

List conditions or events that will trigger the delegation of
authority for that key position.

Tie delegation of authority activation to the level of threat or
category of emergency.

Detail how the designee will assume authority and how staff will
be notified.

Limitations are often restrictions on the duration, extent or scope

- of the authority.

Provide training to officials on performance of their emergency
duties.

> Section II.C.1.b, Worksheet # 23



Limitations on Authority to be
Delegated

Worksheet #23:
Delegation of Authority --

WoRESETET#23: DILFGATION of AUTHOERITY - RULT:, PROCEDURT: ARD LIMITATION:
R u I eS y P r O C ed u reS an d Complete this worksheet for each position idertified in the second colimn of Worksheet &2

Indicate the position on the line below and then bist any mles for the delegation that may exist,
outline procedures for the delegation inchiding notfication of relevart staff’ of the transfer of power,

L i m i t at i O n S and limitations onthe duration, extert and seope of the delegation

Position Holding Authority: General Manager
= Procedures Limitations
I Ceneral Manager is Assistant GM i contacted | Mo service schedule changes may
phpsically absent from For decizion; In her be announced without prior
tha Faciliy AND can't be shrance, Oparations cansukation with amergency
reached by pager or cell | Manager iz contacted; In | management agency, and
phore within 30 rminutes | hiz sbrence, etc, subsequent to the change,

rarmal mediz contacts

> Annex B, Worksheet #23



Order of Succession

Orders of succession allow for an orderly and predefined
transition of leadership.

Include an order of succession for each key position.

Succession planning is not limited to solely management
positions.

Orders of succession is intertwined with determining
delegation of authority in an emergency.

Identify key positions by the position title. List the name of
the person currently in the position.

— Consider organizational and geographic proximity of the

SUCCesSSoOtl.

> Section II.C.2



Current Organization Chart

Worksheet #24: Current
Organization Chart

YWORKSHEET #I4: CURRENT ORGANITIATION CHART

Using the example argamization chat below, complete an argamizatonal chat for yoar
orgamization. In the chat, remember o provide the tile of the crgamization or division. Also, be
sure to inchide the title, fanction, and name of the individnal for each pasition.

This worksheet &5 fFom the Marviand Bnergency Marapenen Apency (MEMA) Contraip of
Owerations Planning Manual,

> Annex B, Worksheet #24



Name Key Personnel

Let's review:

Delegations of authority specify who is authorized to make
decisions or act on behalf of the department or agency head.

Two types of delegation of authority: emergency and
administrative.

Determine duration, scope and extent of the limitations of
authority.

Prepare order of succession for all key positions.

Include an organization chart with titles, names and contact
iInformation.

Next: Phase Il — Selecting an Alternate Facility




Phase Il;

ldentification of Functional
Requirements

— Selecting an Alternate Facility




Creating a COOP plan

7/ phases of the COOP planning process
Project Initiation
|dentification of Functional Requirements
|dentify & Prioritize Essential Functions

|dentify Vital Records, Systems and Equipment
Name Key Personnel

II~ Selecting an Alternate Facility

Interoperable Communications
Risk Assessment

Design and Development

— Implementation

Training, Testing and Exercises
Execution
Revision and Updating

> Section II.D




Selecting an Alternate Facility

Pre-position, maintain, or provide for minimum essential equipment for
continued operations of essential functions at the alternate operating
facilities.

Several types of alternate work sites and all have different capacity
levels.

Hot Site—all systems and records necessary to begin operations

Warm Site—some systems and records available, but requires
some time and additional resources to become fully operational.

Cold Site—a location with no pre-installed systems or records from
which to begin operations. Least expensive option, but also most
timely to begin recovery operations.

> Section I1.D.1



Selecting an Alternate Facility

Factors to consider in selecting an alternate facility
Location — Risk free environment, geographically dispersed.
Construction — Safe from high-risk areas.

Space — Space for personnel, equipment, and systems.

Billeting and Site Transportation — Consider public access, public
transportation, proximity to hotels,

Communications — Support data and telephone communication
requirements.

Security — Controlled access.

Life Support Measures — Access to life support measures, food, water
and lodging.

Site Preparation Requirements — Time, effort and cost required to make
ready.

> Section I1.D.1



ldentify Requirements for Alternate
Work Sites

ldentifying the work site needs by essential function.

Logistical support and lodging through arrangement with vendors
for transportation, hotels, catering, etc.

Address the needs of employees with disabilities as required by the
federal Americans with Disabilities Act.

COOP plan should also address employees’ emotional needs.

A COOP plan may include provisions for counseling and plan for
readjustments of work assignments.

> Section I1.D.1, Worksheet #27



ldentify Re
Work Sites

uirements for Alternate

Worksheet #27:
Requirements for
Alternate Work Sites

> Annex B, Worksheet #27

VWORESHEET #17: REQUIRENMENTS FOR ALTERNATE WORK SITES

To conplete Worksheet #27, 1demtify the requrements for the alternate work site by essential

fanction. Fequirements inchide persormel, special needs, powrer, comnmmication, and space.

Area of Respon sibility:

Essential Function:

Highway Mamtenonce

Example: Relocating a purchasing office fram a central location to a field location, so that

emergency pukchasing can be accomplished

Mumiberof Human Needs Power
Personnel [special)
3 Requived
Jor three
PO and
one
networked
printar

Communication

Land ne wlephons
madem aceess ta the
mternet and remote
aocessibilip o a
Hide Arvea Metwark,
along with aceess to
sharad servars,
would hondls
COMPRIRIcatan.

A space na less than
180 square feet and
malude ohatvs and
deskitable
arrangamants gy
three persons




Alternate Work Sites

Worksheet #30:
. . WORESHEET #30: TRANSFORTATION, LODGING, ANDFOOD
Tr an S p O rt at I O n y L O d g I n g y Complate the table whils identifiring the persarmel needed for each essertial fimction, atrangermerts
for their work time, keeping inmind that not all persormel will need to be present at all times.
an d I:O O d Area of Responsibility:

Essential Function: Highvray Mainterance

MNo. of Sleeping Food Transportation Yendor Support

Personnel Agree ments Services
HE Lodging ar k2 Yan aceess for Catering on e
lacal hatel meals’ | afFrme ewvands | conmact counseling
dap sEFVIcEs as
needed
Dayaare
provided ar
lacal faciiip.

> Annex B, Worksheet #30



Options for Alternate Work Sites

Possible alternate facilities should accommodate:

Immediate capability to perform essential functions under various threat
conditions.

Sufficient space and equipment to sustain the relocating organization.

Ability to communicate with all identified essential internal and external
organizations, customers, and the public.

Reliable logistical support, services, and infrastructure systems, including
water, electrical power, heating and air conditioning, etc.

Ability to sustain essential functions for 14 days.
Appropriate physical security and access controls.

Consideration for the health, safety, and emotional well being of relocated
employees and customers, i.e., number of washrooms, parking,
accessibility for the disabled, etc.

> Section I1.D.2, Worksheets # 32 & 33



Selecting an alternate facility

Let’'s review:

Three types of sites: Hot, Warm and Cold

Alternate site considerations: location, construction,

transportation, communication, security, preparation
requirements, maintenance

|dentify facility requirements.
Special consideration for daycare and counseling.
|dentify options for alternate sites

Next: Phase Il — Interoperable Communications and Risk
Assessment




Phase Il;

ldentification of Functional
Requirements

— Interoperable Communications
Risk Assessment




Creating a COOP plan

7 phases of the COOP planning process
Project Initiation

|dentification of Functional Requirements
|dentify & Prioritize Essential Functions
|dentify Vital Records, Systems and Equipment
Name Key Personnel
Selecting an Alternate Facility

Interoperable Communications
[ .
Risk Assessment

Design and Development

— Implementation

Training, Testing and Exercises
Execution
Revision and Updating

> Section Il.E




ldentify Alternate Modes of
Communication

Alternative providers and/or modes of communication fill the
gap when preventive controls falil.

One solution is to have separate emergency
communication system set up.

Consider also providing radios, satellite phones or other
special communication devices to COOP team members for
use in an emergency.

Interoperability is the ability of a system or a product to
work with other systems or products without special effort
on the part of the user.

One consideration iIs communication between systems at
the alternate work site(s) and the primary facility, the EOC
or State EOC. SR

> Section Il.E




Interoperable Communications

Worksheet #34:
Communications
Systems Supporting
Essential Functions

> Annex B, Worksheet #34

YW ORESHEET #34: COMMUNICATIONS 5 Y5 TEWMS SUFFORTING ESSENTIAL FUNCTIONS

Complete a separate worksheet for each essential fanction. Reviewr information alveady zathered on
vital systerms and equipmmert foe chies on commmnication systems that suppont aritical processes and
services and in hum their associated essential fimctions. Inthis chast, list the ourert vendor and its
contact information; the services the vendor 15 owrertly providing the agency; and any special
emergency services the vendor has to offer.

Essential Function: Highway Maintenames

Communication Current Services Special Altemate
Mode Provider Provided Services Provider?
Available
Yoice Lines Ferizon Basic Iine Telephone nene
sErvices AServige
Prioviy
Fax Lines Ferizon Basic Iine Telephone nene
sErvices Service
Pricyige
Data Lines Ferizon Basic Iine Telephone nene
sErvices AServige
Priovigy
Cellular Phones | Ferizon Basic mobile MNone Cingular
phome service
Pagers Ferizon FPaging services | MNome nong
E-Mail Yarizon
Internet
Access
Instant nona
Messenger
Services
Blackberry and | none !
Other Personal
Digital
Assistants
(PDAs)




Chain of Communication

Communication between key personnel, general
staff and the public for COOP implementation.

A rapid recall list is a cascading list of personnel
within the organization, and management, in order
of notification.

The list should contain the business, home, pager,
and cellular numbers for each individual, and any
alternate means of communication.

> Section Il.E




Rapid Recall List

W k h t E ; 3 7 . WoRKSHEET #37: PERSONNEL CONTACT LIsT (Rarm REcarL LisT)

O r S e e . The Personnel Contact List is a short docureent with a cascade call list and other critival phone
rurebers.  The cascade list should include COOFP tearn metbers, key persormel organization
maragetsht and exmergency personnel, both inside and outeide the organdzation. The POC will

P e r S O n n el CO n taCt L I St activate the list and initiate the first contact with the organization head and COOF Tear,

B . Employee Cascade List Email Address Work # Home # Cellular or
Pager #
a p I e C a I S t Divector Donald Jones | diones@vivgivaa gov F04-330- FH-333- &04-333-
1250 121z TEH0
COOP Team
v Johm Smith snithimvirgima SM-333- A-205- Bd-3553-
COOP Manual, Annex B
! +  Bafsp Graem E rgivia F04-333- B0¢-373- B04-333-
100 1iii 2222
+  Richard Johmson | wolmuen@virgiaa gov SM-333- A-205- Bd-3553-
770 333l A
+  David Henderson | dhemdeson@virgiia gov | S04-333- A04-233- S04-553-
1478 2589 o
*  Ruachel R g B rgia v | Sg-000- A4-505- BM-355-
Monfgomery 2389 324 4362
Ky Personnel & Manage ment
s Fred Chesterfield |Fehestafieldgvirgiua gov | S04-333- B0¢-373- B04-333-
1475 7350 854
v Wlliam Marin wr@tn@EvirEEa SM-333- A-205- Bd-3553-
5376 7832 4421
s Dustin Sampson | daupsonivareima A0-303- Alk-333- SM-333-
6359 Jo2d MI0
»  Fath Reston Erestoni@vivgia gov FK-302- A4-505- BM-355-
31571 974 [
+  Ron Thomas s EvireiE F0H-333- FO4-333- Bi4-333-
— 4112 1943 2800
Emergency Personnel FPhone Mumbex(s)
Fire Diepartruent S04 1111234
Police Department
S04-111-4367
Arabulance Emergency
Iuledical Services S4-111-5901
Virginia Emergency
Ciperating Center (E04) 6742400
Emplotee Emergency
Hotline £84-553-1111

> Annex B, Worksheet #37



Media Relations & Public
Communication

The media play an important role in disseminating
Information to the public.

Great care must be taken in managing contacts with the
media to avoid the spread of misinformation and unfounded
rumors.

Organizations should consider having a representative from
media relations on the COOP team.

Press releases and initial scripts should be prepared Iin
advance of disasters or emergencies.

Address method for communicating with agency’s public
during a disaster.

> Section Il.E




Risk Assessment

A risk assessment is an evaluation of the
probability that certain disruptions will occur and
the controls to reduce organizational exposure to
such risk.

Agencies should perform a risk assessment as part
of COOP planning.

> Section Il.F, Worksheet # 38




Risk Assessment: Identify Hazards

Worksheet #38:
Capabilities Survey
Template

> Annex B, Worksheet #38

WORKSHEET #38: CAPABILITIES SURVEY TEMPL ATE

Earh potential disaster or srmergency situation has been exarained by the COOP project tearn. The focuws here is on the level of dismoption
that could arise frorm each type of event. Potential disasters resulting have been assessed as follows.

Potential Emergency Probability Rating Impact Rating Agency Capabilities to Disruption Potential
(See Table Belows) (See Table Below) Manage Emergency (See Table Below)

Srowstorm £ = TED El
Hurricene E} & Teon 3
Tarrorist attack 2 ¥ TEO 4
Cyher attack 3 3 TED 4
Waork-place vielence 2 2 TEO 2

PROBABILITY RATING IMPACT RATING OVERALL DISRUPTION POTENTLAL

Score Lzl Score Ll Score Lzl

Complated by Date: Movembar 12, 2005

Namre COOF oo
Reviewad by: Date: Movembar 14, 2005
Nara John Smith

This worksheef i from fhe MNafional Cooperative Highway Research Program (NCHRF) Project provided fo VDEM by the Firginia

Depariment of Transportation (VDOT).
)
VL

Y W

79



ldentify Hazards

Describe the hazards that may affect the agency:

Location or geographic area affected by each specific hazard
Including the hazard’s extent or magnitude.

Past events & the probability of future events.

Appendix F of the State Hazard Mitigation Plan Volume 6 of the
Virginia EOP.

Hazards that were considered but determined to be of low risk.
State they will not be addressed any further.

ldentify and assess all risks that are not common.

— Provide sufficient information in order to identify and prioritize

appropriate mitigation actions.

Impact such as the kind & level of damage, in terms of dollar value,
percent of damage, days of duration, etc.

> Section II.F




Interoperable Communications /
Risk Assessment

Let's review:

Document current communication systems to support essential
functions.

Implement preventive controls for communications.

|dentify alternate modes of communications.

Plan for media relations and public communication.

Develop Rapid Recall List.

Conduct risk assessment to identify hazards and evaluate risks.

Next: Phase Ill — Design and Development




Phase lll: Design and
Development

Phase IV: Implementation

Phase V: Testing, Training and
Exercises




Creating a COOP plan

7 phases of the COOP planning process

Project Initiation

|dentification of Functional Requirements
II~ Design and Development

Implementation

Training, Testing and Exercises

Execution

Revision and Updating

> Section Il




Design and Development

Decide whether the plan should consist of one large plan or
of a series of smaller COOP plans, one for each major
division of the agency.

Sections of a COOP Plan:
Executive Summary
Introduction
Purpose
Applicability and Scope

— Authorities and References

Assumptions
Glossary
Cover Page

> Section Il




Phase IV:
Implementation




Creating a COOP plan

7 phases of the COOP planning process

Project Initiation
|dentification of Functional Requirements
Design and Development

II‘ Implementation
Training, Testing and Exercises
Execution
Revision and Updating

> Section IV




Phase IV: Implementation

During the implementation phase the COOP plan is
put into practical effect

Address two issues to ensure the support of all
employees during implementation:

Human Capital Management
Family Planning

> Section IV



Human Capital Management

People make up an organization!

Human capital management is the process of acquiring,
optimizing and retaining the best talent.

Effective Human Capital Management:

Places the right people in the right jobs to perform the agency’s
essential functions most effectively.

Ensures that all employees have a clear understanding of what they
are to do in an emergency

S— Includes specific protocols for identifying and assisting special-

needs employees.

> Section IV.A



Family Planning

Employees will need to focus on maintaining essential
functions.

Focus will be disrupted if the employees are also concerned
about their family’s safety and security.
Family planning considerations include:

Processes for activating emergency information call in
number for employees.

A process for accounting for and tracking all employees..

Provisions for providing guidance and assistance to
employees and their families.

Employees should develop their own personal plans.

> Section IV.B



Go-Kits

All personnel should ensure that their families have a Go-Kit that is

readily accessible in case of an emergency.
NOAA Weather Radio with a tone-alert feature
Copies of important records
Name and phone number of an out of area contact
Water —at least 1 gallon per person, per day
Food, at least a three-day supply per person of non-perishable food
Battery-powered radio and extra batteries
Flashlight and extra batteries
First Aid kit
Whistle to signal for help

Dust or filter masks, readily available in hardware stores, which are rated based on
how small a particle they filter

Moist towelettes for sanitation

Wrench or pliers to turn off utilities

Can opener for food (if Go-Kit contains canned food) T
Plastic sheeting and duct tape to “seal the room”

Garbage bags and plastic ties for personal sanitation < L

> Section IV.B.2




Phase V:
Training, Testing and Exercises




Creating a COOP plan

7 phases of the COOP planning process

Project Initiation
|dentification of Functional Requirements
Design and Development
Implementation

II‘ Training, Testing and Exercises
Execution
Revision and Updating

> Section V




Phase V: Testing, Training, and
Exercises

Testing, Training and Exercises phase of the planning
process is extremely important for employee awareness
and readiness.

Testing, Training and Exercises objectives include:
Assess and validate COOP plans, policies and procedures.
Ensure that agency personnel are familiar with COOP procedures.

Ensure that COOP personnel are sufficiently trained to carry out
essential functions in a COOP situation.

— Test and validate equipment to ensure both internal and external

interoperability.

> Section V



Testing

A test Is an evaluation of a capabillity against an
established and measurable standard.

Testing Is critical for:

Alert, notification and activation procedures
Communications systems
Vital records and databases

Information technology systems

Major systems at the alternate facility
Reconstitution procedures

> Section V.A



Training

Training Is instruction in core competencies and skills and is the
principal means by which individuals achieve a level of
proficiency.

Training histories and ongoing training plans should be
documented

Training results should be published and identified gaps should
be actively tracked and managed.

A documented schedule should be published and kept current.

Two main methods of training:
Orientation
Hands-on Training

> Section V.B



Exercises

Exercises are events that allow participants to apply their skills
and knowledge to improve operational readiness.

The goal of exercising an agency COOP plan is to prepare for a
real incident involving COOP activation.
Three types of exercises:
Tabletop
Functional
Full-scale

> Section V.C



Plan Development and
Implementation

Let’s review:
Design a plan that fits your organization.

Plan components: Executive summary, Introduction, Purpose,
Applicability and Scope, Authorities and References,
Assumptions, Glossary, Cover Page.

Follow plan structure in Annex D.
Prepare Go-Kits.
Testing evaluates capabilities of a system.

Develop a training schedule for all personnel involved in COOP
planning and activation.

Three types of exercises: tabletop, functional, full-scale

Next: Phase VI — Execution




Phase VI:
Execution




Creating a COOP plan

7 phases of the COOP planning process
Project Initiation
|dentification of Functional Requirements
Design and Development
Implementation
Training, Testing and Exercises

lmmp . Execution

Revision and Updating

> Section VI




Building Evacuation Plan &
Evacuation Routes/EXIts

The number one objective of any COOP plan should be the
safety of personnel during a disaster.

The goals of a building evacuation plan are to protect lives
and property in the event of an emergency.

All buildings should have designated emergency routes and
exits placed on each floor of the building. Inform employees
of the emergency routes and exits for their building.

> Section VI




Building Alert Systems

All buildings should have a system in place to alert
employees that there is an emergency that
requires them to leave the building.

Examples of alert systems include fire alarms and
building PA systems.

> Section VI.A.1, Worksheet # 39




Building Alert Systems

Worksheet #39: Building
Alert Systems

> Annex B, Worksheet #39

WORKSHEET #39: BUILDING ALERT SYSTEMS

List the systerns that are in place to alert building occupants to evacuate and to shelter-in-place. &lso,
descrihe the systers, note their maintenance frecpuency, and identify any back-up systerns.

Building: 1234 Main Streef Richmond

Evacuation Systems Description Maintenance Back-Up Systems

Frequency
Enilding alerf spstem Warning sivens Tested guarterly | Infercom zpsfem
Building infercom system Folce-over Used daily email

syatem

Sheher-In-Place Sysiems Description Maintenance Back-Up Systems
Frequency
Conference Room 7 CR-7, 4" Floor, datiy Confarence Rooms, 3, &,
hold up fo 100 and 11
people




Emergency Evacuation Personnel

Designate an Emergency Call-In Number

Designate an evacuation team to ensure building is fully-evacuated:

Maintain a current list of all occupants. Check off co-workers who safely
reported to assembly point from occupant list.

Assist and/or direct occupants with limited mobility either to safe rooms, or
down stairs if able to negotiate stairway.

Inform occupants to leave the building as soon as possible and go to
assembly area.

Collect information on missing personnel known, or suspected to still be in
the building, and report to emergency personnel.

Monitor corridors on floors and ensure personnel are moving toward exits.
Check restrooms on floors to ensure they have been evacuated.

Make sure fire doors on enclosed stairways and exits are closed and not
blocked.

> Section VI.A.3, Worksheet # 40




Designated Assembly Area

Meet at a designated assembly area after
evacuation to account for employees.

Open area away from the building and out of the
way of responding emergency personnel.

Designate more than one assembly area
depending on the size of the building and the
location of the exits.

Alternative assembly areas should be identified In
the event the main assembly area cannot be used.

> Section VI.A.4, Worksheet # 41



Shelter-in-Place

Deciding to not evacuate the building is referred to
as “shelter-in-place.”

Develop a shelter-in-place plan in the event that
evacuating the building would be detrimental to
health and safety of your employees.

You should have a system of alerting your
employees to shelter-in-place.

> Section VI.A.5



COOQOP Execution

A COQOP plan can be activated in part or in whole
depending upon the disruption or threat.

Agencies should develop an executive decision making
process that:

Allows for a quick and accurate assessment of the situation.
Provides the best course of action for response and recovery.

COOP implementation into three time-phased operations:
Activation and Relocation

Alternate Operating Facility Operations
Reconstitution

> Section VI.B



Activation and Relocation

“Activation and Relocation” encompasses the initial 12-hour period
following activation of the COOP plan.

Evacuate and secure building. Activate plans, procedures and
schedules to transfer essential functions, personnel, records and
equipment to alternate operating facilities.

Notify appropriate offices and agencies of COOP activation.

COOP Team Deployment for essential personnel, travel and check-
In alternate facility.

Agencies must be prepared to activate their COOP plans for all

— emergencies, regardless of warning period. Agencies must also

plan to activate their COOP plans during both duty and nonduty
hours.

> Section VI.B.1



Activation and Relocation

Relocation involves the actual movement of
essential functions, personnel, records and
equipment to the alternate operating facility.

Transferring communications capability to the
alternate facllity.

Ordering supplies and equipment that are not
already in place at the alternate facility.

Other planned activities, such as providing network
access.

> Section VI.B.1




Alternate Facility Operations

Guiding essential personnel through the transition to the alternate
facility will result in quicker COOP implementation.

Minimum standards for communication and direction and control.

Activation of plans, procedures and schedules to transfer activities,
personnel, records and equipment.

Securing the primary facility and non-movable equipment and
records.
Establish a reception area and check in processing procedures

Personnel must know where to go to check in and receive
assignment to their workspaces.

Personnel may need information about hotels, restaurants, laundry
facilities and medical treatment facilities.

> Section VI.B.2



Go-Kits

Have key personnel create Go-Kits.

Organizational Go-Kits are packages
of records, information,

communication and computer —
equipment and other items related to '
emergency operations. .

Key personnel should prepare a kit in
advance and keep it up to date and

— available should deployment be

necessary.

> Section VI.B.2.a



ample Go-Kit

WO r kS h eet #42: Sam p I e WORKSHEET #42: SAMPLE G0 EIT CONTENTS AND MAINTENANCE LIST

Maintenance | Maintenance

- Locati Quantity )
G O - K I t C O n te n tS a_n d Corarmic ations | Frogramming Sterage | iz - emd = LE Daie

Equiprment Dept Floow
Maintenance List EEA e

Erjuipraent Dept Floor

ZO0F Plan Frograwming Rlue Plastie Fins 2 R Swdth . I5 03
D mavied COGF

[&aa)] Frograwming Rlue Plastie Fins 2 R Swdth . I5 03

Procedures Dt warked (OGP

Cromtact Lists Erograwming Blus Plastic B 2 R Swith 10,0507
Dpt hapied COOP

IWemorandurns | Frograwning Blue Plastic B 2 R Swith 10,0507

of Lgree ment Dt marked COOF

Iap to Alternate | Progpauming Blue Plastic Rins 2 R Swith misos

Facility Dept wapied (OGP

Other (List)

This worksheet is an example from the Federal Emer gency Management Agency (FEMA).

> Annex B, Worksheet #42




Reconstitution

Reconstitution is the process by which agency personnel
resume normal agency operations from the original or a
replacement primary facility.

Emergency specific reconstitution planning should begin as
soon as the COOP is implemented.

Reconstitution is conducted after the emergency or
disruption ceases and is unlikely to resume.

> Section VI.B.3



Execution

Let's review:

Develop, document and test building evacuation plans, alert
systems and evacuation routes/exits.

Designate emergency evacuation personnel.
ldentify assembly area(s)
Document shelter-in-place procedures.
Outline executive process for COOP activation.
Time-phased approach:
Activation, COOP team deployment, relocation, devolution
Alternate facility operations
Reconstitution

Next: Phase VII — Revising and Updating




Phase VII:
Revising and Updating




Creating a COOP plan

7 phases of the COOP planning process
Project Initiation
|dentification of Functional Requirements
Design and Development
Implementation
Training, Testing and Exercises
Execution

II~ Revision and Updating

> Section VII




Phase VII: Revising and Updating

COOP planning is a journey.
Review and update its plans regularly.

Work does not end with the development and implementation of
a COOP program.

An effective COOP plan will not remain viable without regular
review and revision.

To maintain COOP readiness:
Train key personnel.

— Conduct periodic COOP exercises.

Institute of a multiyear process to ensure the plan continues to be
updated as necessary.

> Section VII



Establish a Review Cycle

COORP plans, policies and procedures should be
reviewed at least annually.

Conduct additional reviews following each exercise
and the testing of major systems.

Issues raised In training may also trigger plan
review.

> Section VII.C.3




Developing the COOP Maintenance
Budget

When developing the budget, be sure to consider costs
related to:

Planning team time (if required by agency).
Plan and procedure development.

Hazard Identification and Risk Mitigation
Alternate Facility.

Interoperable communications.

Testing, Training and Exercises

Logistics and administration.

Security.

MOUs/MOAs

> Section VII.C.4




Distributing the COOP Plan

Initial distribution of the COOP plan:
Providing personnel with a hardcopy.
Distribution via the agency’s intranet.
If intranet/internet access is not available, document

procedures and instruct the response team as to the
location of the COOP Plan.

> Section VII.D



S AN pAn can AN F MeC SEmon O Stoum

COOP Planning Checklist

WDEM xory wank o s ibe COOP planag chackbai here b0 puide ibe CTOP plan devad oproent

Worksheet #44: COOP o o s e, i s bl e o ok o ol oo, vl g
Planning Checklist

2 - -

B osieci o e clesrls wisised iv the cosrorg of Bhe plee
Peoxisiorm lor the profection of critical ssuipmast, neords, asd

Proxisicrm mre iechedmd which manisia sferta i minmss
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Revising and Updating

Let’s review:
Review and update its plans regularly.
Train key personnel.
Conduct tests and exercises.
Develop multiyear strategy and program management.

Develop maintenance budget and gain commitment to fund
ongoing COOP program.

Establish a review cycle.
Distribute the COOP plan to key personnel.




Creating a COOP plan

7 phases of the COOP planning process
Project Initiation
|dentification of Functional Requirements
Design and Development
Implementation
Training, Testing and Exercises
Execution
Revision and Updating

> Introduction




COOP Planning Review

Resume operations within 12 hours.
All hazards approach. Activation with or without warning.

Involve key personnel. Identify COOP Coordinator and facilitate
COQOP team.

ldentify and prioritize essential functions.

|dentify resources to continue essential functions (records,
systems, equipment, personnel, etc.)

Select an alternate facility or alternate facilities.
Document plan communication and activation processes.
Train personnel. Test and exercise.




COOP Planning Objectives

Ensure the continuous performance of a department or
agency’s essential functions during an emergency.

Ensure the safety of employees.

Protect essential equipment, records and other assets.
Reduce disruptions to operations.

Minimize damage and losses.

Achieve an orderly recovery from emergency
operations.

|dentify relocation sites and ensure operational and
managerial requirements are met before an emergency
OCCuUrs.

> Introduction




Remember ...COOP planning
IS a journey.
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